EDWARD EPSEN Games with zero-knowledge
signaling

Abstract.  We observe that in certain two-player repeated games of incomplete infor-
mation, where information may be incomplete on both sides, it is possible for an informed
player to signal his status as an informed player to the other without revealing any in-
formation about the choice of chance. The key to obtaining such a class of games is to
relax the assumption that the players’ moves are observable. We show that in such cases
players can achieve a kind of signaling that is “zero-knowledge”, in the sense that the other
player becomes convinced that her opponent is informed without ever learning the choice
of chance. Moreover, such “zero-knowledge signaling” has all of the statistical properties
associated with zero-knowledge proofs in intereactive protocols. In particular, under the
general assumption that moves are unobservable, such signaling leads to a class of equilib-
ria in repeated games that are separating in regard to the status of player 1—informed or
uninformed—but only for player 2; any other player in a network, being unable to observe
the moves of player 2, remains uncertain as to the status of player 1.

Keywords: Repeated games, zero-knowledge, incomplete information, unobservable moves.

1. Introduction

We are interested in understanding the conditions under which one player
(agent) may convince another that he possesses information without having
to reveal what that information is.

The topic arose in the study of cryptographic protocols where it was
given the designation “zero-knowledge proof”. The motivation for estab-
lishing such a protocol was obvious enough from an operational standpoint:
if one agent could convince another that he was in the possession of some
sensitive information, he might like to do so and continue making use of
the information, while still keeping it secret. In this way, he could benefit
both from the information directly and from the leverage that comes from
others knowing that he is privy to it. He could, for example, authenticate
his indentity over a channel (or server, perhaps) without having to reveal
that identity.

Interactive proof systems and their algorithms were originally introduced
by L. Babai [2] as a way to classify the computational complexity of var-
ious problems in group theory. The approach was motivated by the fact
that certain well-known complexity classes, like the class NP of problems
solvable by a non-deterministic Turing machine in polynomial time, could
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be regarded as classes of problems decidable by a pair of interacting algo-
rithms possessing different computational resources. For instance, the class
NP is the class of problems for which purported solution “certificates”, or
witnesses, can be checked in polynomial time. Formalizing this a bit, we can
say the class is the set of strings x in a language ¥* such that there exists
a pair of algorithms (P, V'), where P has exponential time resources and V'
has polynomial time resources, that execute the following protocol: both
receive the string x as input, P computes a string y such that |y| < p(z)
for some polynomial p, and sends y to V. V then checks whether y = f(z)
where f is some computable function. If y = f(z) then the system as a
whole outputs ACCEPT, otherwise it outputs REJECT. Working with this
definition, one observes that, as an interactive procees, the system is all too
special. Certain features need not be so restrictive. For instance, the algo-
rithms could be probabilistic rather than deterministic, they could possess
different time resources, and, furthermore, could engage in many rounds of
communication rather than simply one. By identifying the model of an in-
teractive system and generalizing in this way, complexity theorists were led
to new class hierarchies.

It was soon noticed [3] that these proof systems had the so called zero-
knowledge property. The notion arises when one considers that the Prover,
given an input string x, need not produce a new string y deterministically
but may do so in way that gives rise to a probability distribution on the
language ¥* (once z is fixed, otherwise one thinks of the output string as a
random variable). Intuitively, a protocol executed by a pair (P, V) is zero-
knowledge if the Verifier, while ultimately either accepting or rejecting, still
learns nothing from the string provided by the Prover. Formally, therefore,
we say that a protocol executed by (P, V) is zero-knowledge if for any V'
there exists a machine M with polynomial expected running time, such that
M produces the same probability distribution as the one produced by P
in executing the protocol on a system (P, V’). That is, the Verifier learns
nothing by interacting with the Prover that she could not have learned on
her own, with her own modest resources.

It is tempting to search for such a phenomenon within the study of
game theory, and in particular within the subject of games of incomplete
information. As a subject, it has much in common with the study of cryp-
tographic protocols—both are concerned with strategic interaction between
agents who, lacking critical information about the other player(s), must act
so as to avoid being taken advantage of and to secure their own interests.
The main difference between the two subjects is in the modeling resources
that each employs. In cryptography the focus is on the resources of compu-
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tation and communication available to an agent, whereas in game theory one
only makes assumptions about an agent’s psychology (that she is rational)
and knowledge (which can be limited in many different ways).

Without being able to make explicit assumptions about the availability
of communication and computational resources, the barrier to realizing the
phenomenon of zero-knowledge interactive proofs within game theory seems
considerable. As with all crytographic results, zero-knowledge interactive
proofs seem to rely on one-way operations, operations that are themselves
easily carried out but for which the inverse operation is difficult. A mun-
dane example of a one-way operation is dropping a letter into a side-walk
mailbox: it is easy to drop the letter in, but difficult to get it out (unless
one has the key, of course). The one-way operations used in cryptography
are mathematical, and rely on both facts about the nature of mathematical
objects and the current state of human knowledge about those objects. For
example, the operation of multiplying two large primes is a familiar case of
an operation believed to be one-way. Similarly, the problem of determin-
ing whether two graphs are isomorphic is not known to be in the class P,
the class of problems decidable in polynomial time (and the paradigm of
tractability), though it is in the class NP, and in fact the problem can be
decided by an interactive proof system with the zero-knowledge property.
The “one-wayness” of an operation is what allows for credible certificates of
honesty, as when the Verifier checks y = f(x), i.e., whether the certificate y
matches the result of her independent computation f(x).

Insofar as it does not offer players the resources to encode and decode
mathematical objects as strings and to transmit them to one another, game
theory would seem ill-equipped to provide players with one-way operations,
and so with the means for establishing credible certificates of the authentic-
ity of information. It would be mistaken, however, to think that the only
way for players in a game to engage in a zero-knowledge proof is to assume
that the players have explicit material means for communication. Indeed,
due to the fact that game theory works directly with the knowledge states (or
information states) of its players, zero-knowledge proofs can be realized in a
much “purer” way, without relying on mathematics or computation, but only
on the structure and features of the game itself. Indeed, the phenomenon
arises when one considers repeated games of incomplete information, where
in addition to one or more players being uninformed about which game is
being played, players are unable to observe each other’s moves.
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2. Repeated games of incomplete information

The study of repeated games of incomplete information was initiated in the
1960’s by Aumann, Maschler and Stearns [1] under a comission of the U.S.
Arms Control and Disarmament Agency. Their project was to undertake a
game-theoretic study of secret information, i.e. information possessed by an
agent that is not even known to be possessed. More specifically, their charge
was to study the ways in which such information can be revealed, and the
conditions under which it is (or is not) advantageous to do so. The U.S. gov-
ernment was concerned that during arms negotiations with the Soviet Union
they might inadvertently reveal information about their weapons stockpile.
Alternatively, they wished to know when it would be advantageous to reveal
such information. That the authors turned to the study of repeated games
of incomplete information was a result of their effort to find a model with
features that were closer to the reality of arms negotiations than those found
in classical game theory. Games in reality tend to be repeated rather than
one-shot, and often players are ignorant about the payoffs associated with a
particular course of action. If the U.S. could reach an agreement with Russia
that obligated the Russians to dismantle 100 warheads, the associated pay-
off for the U.S. would depend upon what fraction of Russia’s total weapons
supply 100 warheads constituted—information that the U.S. was likely to
lack.

The authors were primarily interested in two-player games, again due to
the cold war context of the study. They maintained the assumption that
games were positive sum, however, in order to make use of the classical
minimax theorem. Under such a model, the authors obtained the theorem
that the question of whether an informed player should reveal or conceal his
information exactly depends on whether his payoff function is a convex or,
respectively, concave function of the initial probability that the actual state
(or his type) is, say, the first of two possibilities *.

The work presented here is intended to be continuous with the original
AMS study and share the same goal, broadly speaking, of understanding how
secret information can be managed. AMS discovered how secret information
can be indirectly revealed to an uninformed player. Our study extends these
results by showing how the secret can be shared without the information
being revealed.

If the project of AMS was to establish the indirect ways in which informa-

*See Theorem 3.2 of [1], as well as the generalization of the theorem to the case of
unobservable moves in I1.5.4.
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tion can be revealed, our goal is to establish the ways in which the possession
of information can be demonstrated, without revealing the choice of chance.
That is, we show how secret information (information held by one player
that is not even known to be held by others) can cease to be secret, and
at the same time remain concealed. This becomes possible if we represent
stage games in extended form, so that only the terminal reached is reported
to the players, preventing the uninformed player from knowing player 1’s
move in general.

We study a class of repeated games where player 1 is either informed or
uninformed about which game is being played (the state variable, the choice
of chance in Harsanyi’s treatment, etc.), and player 2 believes him to be
informed with some initial probability 0 < go < 1 (player 1 of course knows
whether or not he is informed). Furthermore, we represent stage games in
extended form so that moves are not observable in general. Rather, at the
end of each stage game players are told which terminal was reached, but
not in which game (i.e. players are told the information set to which the
terminal node belongs, but sets need not be singletons.) The possibility of
the players playing a set of strategies leading to a history that constitutes a
zero-knowledge proof of player 1’s status immediately presents itself. Indeed,
in certain games such strategies are an equilibrium where lim;, o g, = 1,
and yet player 2’s conditional probability on the choice of chance remains
unaltered.

2.1. The Model

We now present the model, which is just AMS’ model for repeated games of
incomplete information, with incomplete information on one side and with
incomplete knowledge of moves.

As in any constant-sum two-person repeated game of incomplete infor-
mation, we assume that two players, Player 1 and Player 2, are playing a
single game (called the ’stage game’) over and over again for a potentially
infinite number of rounds. Player 1 may or may not know the payoffs that
result from the choices of strategies and Player 2 is certainly ignorant of
them. Player 2 is then aware only that she is playing one of the stage games
{G1,...,Gg}. To simply our presentation, we will assume that there are
but two possibilities Gy or G2, though all results extend in a straightforward
way to the more general case. Player 2 attaches a probability distribution
" = (p?, pI) to the two alternatives Gy, Go. Each stage is given as an m x n
matrix whose entries are known to both players. At the end of each round,
players receive a payoff based on their actions in the round and also on the
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“state variable” or state of nature, i.e. the fact about which of G, G5 is the
true stage game. Neither player is informed of his/her payoff, however. We
imagine that payoffs are “credited” to a bank account that players are not
able to check while playing the stage games.

If Player 1 is an informed player, then, knowing which is the true stage
game and also his own move, he will know the move of player 2. Otherwise he
will be in the situation of Player 2, who at the end of each round knows her
own move and partial information about the move of her oppoent—partial
because she is told only which information set the outcome is element of (as
is the case for Player 1, though if he knows the true stage game this is often
enough to infer the move of Player 2). Depending on the moves avaibable
to the players, we have information represented by two m X n matrices with
entries a; ; and b; j taken from a set {a,b,c, ...}, such that two cells contain
the same letter only if they belong to the same column either in the same
or in the two matrices, i.e.

Uiy jy = Gigjy = J1 = J2,
bil:jl = biz,jQ = jl = j2>

Qiy,y = bi27j2 = Jj1 = Jo

We wish to study games in which Player 1 is only potentially informed
about which is the true stage game. However, unless otherwise noted, we
specify elements of the model as if Player 1 is informed and player 2 is not.
Of course, if Player 1 is also uninformed, then his history, strategy, expected
distribution, etc., are all exactly as described for Player 2 (with the obvious
symmetric changes).

A history h for Player 2 is a sequence h = (a1, 0,...), where o €
{a,b,c, ...}, such that for each j > 1, o is the information set to which the
node reached in stage j belongs. The k-stage history hy, = (a1, ..., ax) is the
truncation of h to the first k elements. hj can be thought of as the history of
signals’ Player 2 has received about the nodes reached (in the extended form
representation of the stage game) through k rounds of play; the sequence
therefore represents her partial knowledge of the moves of Player 1.

A history e for (an informed) Player 1 is a sequence of pairs e = ((p1, 1),
(n2,1v2),...), with p; € {1,...,m} and v; € {1,...,n}, such that for each

tWe use the term ’signal’ to mean any of three different things, though which should
be clear from context. A signal to a player can be information about the other player’s
move, the choice of chance (i.e. the true stage game), or the other player’s status as either
informed or uninformed.
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1 > 1, p; is the row chosen by Player 1 and v; is the column chosed by Player
2 in stage i. A k-stage history ey = ((u1,v1), ..., (g, vg)) is the truncation
of e to the first k stages.

A k-stage history hy for Player 2 determines sets of move sequences for
Player 1 through k stages, M (hy) and Ma(hy), that are consistent with the
sequence hy. If hy = (aq,...,ax), then

Ml(hk) = {(Mla ce nuk) FOpy g = 0Ly Quyy, = ak}
MZ(hk) = {(Hla . nuk) : bm,m = ag, .. "bulwl/k = ak}

Thus M (hg), respectively Ma(hy), is the set of moves that could have been
taken by Player 1 in the first k stages if the true stage game were G1,
respectively Ga, given that Player 2 has received the sequence of signals hy.

A strategy for Player 2 is a sequence (A (hg), \2(h1),...), where A\¥(hj_1)
is a probability distribution over the columns {1,...,n} as a function of
the history hi_1 leading up to stage k. A strategy for Player 1 is a pair
of sequences (o'(eg),0%(e1),...), ('(eg),7%(e1),...)¥, where o¥(ex_;) and
7% (ex_1) are probability distributions over {1,...,m} as a function of the
k — 1-stage history ej_1, with the interpretation that Player 1 plays o*(ej_1)
(7%(ex_1)) if the true stage game is G (Ga).

Even if Player 2 knows the strategy (o,7) = ((¢},02,...), (7, 72,...)) of
Player 1, as is ordinarly assumed in two-player repeated games of incomplete
information, Player 2 still cannot compute a probability distribution over
Player 1’s moves {1,...,m} in stage k, for any k& > 2. This is because, for
all k> 2, (0% (ep_1), 7 (ex—1)) depend on e;_;, which is unknown to Player
2. Player 1 only uses the probability distribution (o*(ex_1), 7%(ex—_1)) over
moves {1,...,m} if the history of moves up to stage k is ex_1. Instead,
Player 2 can only compute the a priori expected distributions s¥,¢* given
her partial information of the preceding moves hi_1. These are defined as

sk — E#kileMl(hkfl)Pr(/‘Lk_lﬁ Vk;_l)o-k_l(lu’k_17yk_1)
EukfleMl(hk_l)PTQuk_l,I/k_l)
ko EukfleMz(hk,l)Pr(:uk_l’Vk_l)o'k_l(:uk_lvyk_l)
E;kaleMg(hk_l)Pr(Mk_lv Vk_l) ’
where =1 = (p!,...,xF1) and *71 = (v, ..., v*71). Notice that since

hi_1 completely determines vy_y, (s*,t*) is a function of hj_; only. For
thy and eo are the histories at the start of the first stage of play, and so are empty
sequences.
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Player 2, knowing (s,t) = ((s'(ho),...), (t'(ho),...)) is as good as knowing
(0,7). Both lead to the same probability distributions on possible sequences
h* = (aq,..., ), for all k, and thus both give rise to the same expected
payoffs for Player 2, for some given strategy A.

For strategies (s,t) and A, the conditional probability of a history hy =
(a1, ..., ag), given that the true stage game is G (G2), is w(hg|G1) (w(hg|G2)) )
which is just the product of the individual probabilities of each member of
the sequence (ag, ..., qx) arising, i.e.,

whilG) =1 Y s o)l (o)l 1 > s ()], ()]

H1:py v =1 Hle:Opgg v =0k

whelGa) =1 >t B)lN, (ho)l-- [ >t ()N (hen)].

H1:Gpy v =1 My vy, =0k

Recall that p? = (p(l), pg) is Player 2’s prior probability on the choice of
chance over {G1,G2}. It follows that her prior probability that a history hy
will take place is

w(hi) = plw(hg|G1) + pdw(hy|Go).

If she knows (s,t) and A, and history hy results through k stages of play,
Player 2 can then compute the conditional probability distribution on the
choice of chance (p{(ht), pS(hy)), where

PY () w(hg|G1)

pi(hy) = RS 3)
9 w
pg(hk) _ p2(hk£}(}§£)k’G2) (4)

DEFINITION 2.1. We say that a strategy (s,t) for Player 1 is non-revealing
if for all hy and all strategies \, p{(hy) = pY.

Obviously, any strategy for Player 1 is non-revealing if p = 0 or 1. In
all other cases we have the following characterization.
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PROPOSITION 2.2. If0 < p? < 1, then the following are equivalent:
(i) A strategy (s,t) is non-revealing.

(ii) w(hg|G1) = w(hg|G2).

(7’”) Zuzaw,:a sﬁ(hkfl) = Eu:am,:a t;kt(hkfl)

PRrROOF. (i) < (ii) follows immediately from (3). (ii) < (iii) follows imme-
diately from (1) and (2). [ ]

3. Zero-knowledge signaling

We now present the main results. We are interested in two-person repeated
games of incomplete information with nonobservable moves as described in
the previous section, with the provision that Player 1 may be informed or
uninformed of the choice of chance.

We suppose that at the start of the first stage game, Player 2 is told
that Player 1 is using one strategy (s,t) (as defined in Section 2) if he is
an informed player, and another strategy & if he is uninformed. Here ¢ =
(7 (g0),7%(g1), - . .) is a sequence of strategies for each stage game, where for
all k > 1, 7%(gr_1) = (61(gr—1),---,Fm(gr_1)) is a probability distribution
over the rows {1,...,m}, based on upon a history gr—1 = (¢,...,a}_;),
where oz; € {a,b,c,...} for all 7 > 1. Thus & is just a stategy for each stage
game such as might be chosen by any uninformed player who receives only
partial information about his opponent’s moves. A strategy ¢ leads in turn
to a set

M(hk) = {(Mla cee aﬂk) : a#17V17b#1,V1 =Qi,. .. 7auk,ukab,uk,uk = Oék}

of possible moves taken by Player 1, given that Player 2 has received history
hi = (aq,...,a). We also have

N(ge) ={(W1, - V&)t Quyin, bpy oy = al, .. Qg s Opg e = g}

the set of moves that could have been taken by Player 2, given that Player
1 has received the history gi = (o], ..., a}). This allows us to define a new
expected distribution for Player 2 facing an uninformed Player 1.

For a strategy &, we then have a new expected distribution 5, given by

Z#k_leM(hkfl)z vh—1eN(gx-1) Pr(u, Vkil)&k(gkfl)
=T, k1)

k
s%(hg) =
Dk e (), 1N (g_y) DT (1

Finally, if (an uninformed) Player 1 plays a strategy &, giving rise to ex-
pected distribution 3, and Player 2 plays a strategy A = (A (hg), A2(h1),...),
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we define the probability that history hj results to be

whi) = > Sk, (ho)]---[ > 8h, ()], (i)

H1:Qpy vy =001 Bk Qpuy v, =0k

Using these definitions and notation, we can describe Player 2’s condi-
tional probability distribution on Player 1’s status.

Let q? be Player 2’s initial probability that Player 1 is informed, and
q(OJ be the initial probability that Player 1 is uninformed (Player 1 of course
knows whether or not he is informed). Then ¢9(hy), ¢ (hy) are Player 2’s
conditional probabilities on Player 1’s status, given the she has received the
signal history hg. They are defined to be

0 _ q?w(hk)
ar(hw) = Quw(hi) + q)w(hy,)
) = g A0

QQw(hi) + gw(hy)

DEFINITION 3.1. A game 'y (p?) with equilibrium strategies (s,t) and A
constitutes a proof (that Player 1 is informed) if limy_o ¢%(hx) = 1.

DEFINITION 3.2. A game ' (p°) with strategies (s,t) and A constitutes a
zero-knowledge proof if it is a proof and (s, t) is a non-revealing strategy.

We can now state and prove the following theorem, which partly draws
upon the original analysis of AMS of a certain kind of game that can arise
where players are unable to observe moves.

THEOREM 3.3. A game I'so(p®) with stage games G1 and Gy of the form

z |y z |z

Tz | 2 Yy | x

Gl G2

with y > z > x, has equilibrium strategies (o,7) and \ that constitute a
zero-knowledge proof.

See I1.5 of [1]. The authors take interest in a certain game as an example where
their results are invalid. In analyzing the game, the authors state “In order to conceal
information, Player 1 must make full use of the information”. This is the essence of the
idea behind a zero-knowledge proof: one demonstrates one’s knowledge of something not
by revealing it, but by doing something that only someone who had such knowledge could
do (with high probability).
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PROOF. Let I'so(p®) be as above. Recall that Player 2 is told that Player 1
is playing a certain strategy (o, 7) if he is informed and another strategy &
if he is uninformed. Suppose Player 1 is informed, and consider the strategy
(o,7) = (((1,0),(1,0),...,),((0,1),(0,1),...)), i.e., “always play row 1 if Gy
is the true stage game, and always play row 2 if G5 is the true stage game”.
Now consider the resulting conditional probability distribution for Player 2
on Player 1’s status.

Without any special information about Player 1’s status, at the begin-
ning of the first stage game the initial probability ¢? = 1/2. The game
I'so(p®) with stage games G, G of the form stated, has outcomes that are
partitioned into the following information sets

a a | ¢
a c b
I I

where I; represents the sets that partition the outcomes in the stage game
Gj, j = 1,2. Suppose that for & > 1, by = (oq,..., o). If a;j = b for
any j < k then p{(hg) = 0 or 1. That is, if node b is ever reached then
Player 1 will immediately know the choice of chance: Gy if Player 2 chose
column 2, G if she chose column 1. Thus suppose for hy = (aq,...ax),
a; # b for all j < k. For such an hj, and strategy (o,7) as given above,
w(hi|G1) = w(hg|G2) = w(hg) = 1. So (o, 7) is the unique non-revealing
strategy.

Additionally, for hy, = (a1, ..., ay) such that a; # b for all j < k, such as

2\k
obtains for the strategy (o, 7) mentioned above, ¢¥;(hy) = 1%(%’ and hence
3
2\k
limy oo qr = limy oo 1 — % = 1. Thus (o, 7) is a zero-knowledge proof.
3

Finally, notice that since y > z > x, and since (o, 7) is the only non-
revealing strategy, it is also an optimal strategy for Player 1, because if
Player 2 knew the choice of chance she could guarantee herself a mere loss
of z, and so Player 1 would only get a gain of x in each stage game. [ =

4. Conclusion

The phenomenon of zero-knowledge signaling depends first upon the fact
that games with unobservable moves allow for the possiblity of a unique non-
revealing strategy on the part of an informed player 1. The class of games
with payoffs structured in the way specificied by the theorem is precisely
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this class. When the unique non-revealing strategy for an informed player 1
coincides with the player’s optimal strategy, the successful execution of an
optimal strategy effectively separates player 1 as an informed player. This is
because the only way to guarantee that player 2 will not learn the true stage
game, and hence guarantee the optimal strategy’s expected payoff, is by
using the information about which is the true stage game. The probability
that an uninformed player could persist in the execution of a non-revealing
strategy becomes vanishingly small as the number of rounds increases.

With straightforward modifications, the result holds good for games of
indeterminate but finite length. It is interesting to consider the implications
of these ideas in the setting of social networks. Consider a population of
players such that at the beginning of play the status of any player is unkown
to all the other players. Suppose that at each increment of time these players
pair up and engage in two-person repeated games of indefinite finite length.
Then one player can only learn that the status of another player is ’informed’
by directly playing against him. That is, there is no way for a third player
to learn that the status of another player is informed if the other player is
playing against another opponent. This is because we assume that moves are
unobservable and so even if a third player observes the partial information
afforded to the uninformed player, this information cannot act as a proof to
her, since, unlike the players who are directly involved, she does not know
the moves of either player. Each of the players directly involved, though
potentially ignorant of the opponent’s moves, at least knows her own moves
and so can compute expected distributions on the choice of chance and on
the status of her opponent. But a third player cannot determine the move
sequence for either player based on a history of signals, and so can make
none of the necessary computations. Furthermore, there is no way for one
player to “report” the status of an opponent she has faced to some third
party, at least not credibly. Without having “seen” the proof, there is no
reason for one player to believe the testimony of a second player about the
informed status of a third player no matter how convinced the second player
is, because the second player herself will not necessarily know the choice of
chance!
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